
Is My Netvue Camera Safe?

At Netvue, users’ security always comes first. We know you must have many security
concerns during using Netvue cameras, hope the following answers may eliminate
your concerns.

1. The Security of Netvue account and password

To begin with, Netvue app and our database do not save passwords. We use an
irreversible function to process the password, which means it can be used for
one-way verification, but the password cannot be derived backward.

Besides, all data communication between Netvue App and server is encrypted, and
clear-text passwords will not be transported when logging in, we use encrypted
passwords that cannot be cracked.

Furthermore, all email information is strictly saved by Netvue, and access to the user
database is strictly controlled. We are not able to view user email address directly
since all the contacts between customer service and users are conducted through the
internal system of the company.

You even don’t have to worry if your phone is lost, contact our 7*24 hours global
service, and we can help to disconnect the lost phone from your Netvue account
without affecting its use on other devices.

2. Prevent Netvue Camera from being Hacked

Security means everything. Netvue makes every effort to lower the odds of getting
hacked, and makes you feel safer with its exceptional reliability.

Firstly, we use Secure Sockets Layer (AES-128 bit), an encryption-based Internet
security protocol to encrypt data stream, which means that even if a hacker has
successfully connected to the WiFi your camera is connected to and intercept your
data stream, he still can't understand the contents;

Secondly, we close all external management consoles, such as Telnet and SSH,
ensuring that hackers are not able to log in and control your camera;

Finally, a private key is in need when accessing audio/video streaming. The key is
temporally generated, time-sensitive and keeps changing all the time, which means
that hackers cannot guess what the key is, nor can they crack it with violence. What’s
more, only the granted account has the permission to request for the private key.



3. The security of Netvue Cloud

Netvue Cloud is built on Amazon Web Service (AWS), the world’s most
comprehensive and broadly adopted cloud platform, offering over 165 fully featured
services from data centers globally.All our audio/video data are saved in Amazon S3,
which provides a highly durable storage infrastructure. Amazon S3 is private and can
only be accessed only by users that are explicitly granted access.

Following this, access to user data is strictly controlled. Each device of each user has
a separate partition storage to ensure that it will not be accessed by others. Unless
you share your device with other users, no one can access your data, even us.

4. Tips to Reinforce Home Security System

Here are some precautions you can take to further reinforce home security and
decrease the odds of being hacked:

1. Buy security cameras with advanced encryption from a trusted brand, just like
Netvue;
2. Use a powerful App/router password that would be difficult for someone to figure
out;
3. Pick a router with high-security performance, such as allow you to set a Whitelist of
accessible devices, or alert you when a strange device is connected to your WiFi ;
4. Upgrade camera firmware in time;
5. Don’t connect your device to unsecured public WiFi;

Do you have any more security concerns? Feel free to contact us via hi@netvue.com,
we are ready to help.
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