CONNECTIVITY: USB-C AND NFC MODEL NUMBER: MB000477

THETIS PRO-C FID02 SECURITY KEY

Experience a passkey-enabled world with a compact and versatile FIDO2 security key,
featuring USB-C and NFC connectivity, designed by the experts at THETIS.

WHAT’S IN THE BOX

Thetis FIDO2 Security Key
Button

THETIS

USB-C

Technical Specifications

Protocol FIDO2, FIDO U2F, OATH ( TOTP, HOTP)
Algorithm ECDSA, SHA256

Interface USB-C, NFC

Passkeys Slots 200

OATH Slots 50

System Windows, macQOS, Linux, iOS, Android
Material PC and Aluminum

Compatible Services
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LED LIGHT INDICATOR

LED Light Indicator
White Light On: Appears after connecting the Key to your PC/Mac.

White Light Blinking: Appears after receiving an authentication request.




SETUP KEY

Visit www.thetis.io/start to download the Thetis Ke
s Y ece Thetis Manager THETIS
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Management Tool.

=20 Open the Thetis Key Management Tool and plug your
Thetis FIDO2 Security Key into your computer.
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REGISTRATION

You need to register your Thetis FIDO2 Security Key with the website
account you want to protect using your computer.

(For different services, please go to https://www.thetis.io/start)

REGISTER




AUTHENTICATION

Authentication - Plug-In Method

1. Connect the key to your PC via the USB-C connector.

2. Login to your personal account.

3. When the white light on the key flashes, press the button on the key.
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Authentication - NFC Method
Log in your account on your mobile devices via NFC. Please remember to unfold the key out of the metal shield
to activate the NFC function. Failure to do so will prevent NFC activation.

** Not all mobile devices support NFC. Please check if your device has NFC functionality.

Connect via NFC m

TOTP (TIME-BASED ONE TIME PASSWORD) SETUP:

Go to the website account you want to protect and enable Authenticator App as your 2FA
method. You can choose 'Scan' (for Smartphone) or 'Type in' (for PC or Mac) to add the OTP
seed to your Thetis FIDO2 Security Key.
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Setup authenticator app
Setup authenticator app as 2-Step Verification for your Google Account

¢ In the Google Authenticator app tap the +
e Choose Scan a QR code

QR Code

Can’t scan it? Cancel Next




If you can't scan the QR code to add the seed to your Thetis FIDO2 Security Key, click
"Can't Scan it?" to display the TOTP seed. You can then copy and paste this seed into the
Thetis Key Management Tool to add it to your Thetis FIDO2 Security Key.
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Setup authenticator app

1. In the Google Authenticator app tap the + then tap Enter a setup key
2. Enter your email address and this key (spaces don’t matter):

aaaaaaaaaaa

3. Make sure Time based is selected
4. Tap Add to finish

Back Cancel Next

FOR SMARTPHONES VIA NFC:

1. Download Thetis Authenticator App
from the App Store or Google Play.

Please Tap or pull down
to active NFC

2. Open the App and tap the “+” icon on the
top right corner. Choose “Scan QR Code”. s R God

3. Tap your Thetis FIDO2 Security Key against oan QR Code
your smartphone’s NFC area.

4. The TOTP has been added. Cancel

Accounts +

Enter manually

FOR PC OR MAC VIA USB PORT:
1. Visit www.thetis.io/start to download the Thetis Key Management Tool for your PC or Mac.

2. Insert Thetis FIDO2 Security Key into your computer via a USB port.
3. Open the App, go to TOTP Tab, and Click “+” button to add TOTP seed to your Thetis FIDO2

Security Key.
4. The TOTP has been added.

< Cancel

Account information

Issuer | Optional

Account Name | Your Account name (Email or User Name) |

Security Key | aaaaaaaaaaa | (] Hex for buo

Interaction




HOW TO RESET

Open the Thetis Manager app and insert the Thetis Pro-C FIDO2 Security Key into the USB-C port
of your Mac or PC.

Click on the FIDO tab, then select the Reset Key option within 10 seconds.

When the key's light starts flashing, press the button on the security key.

If the key reset fails, please repeat steps 1-3.

Q: Why can’t | connect my security key via NFC?

A: In order to connect the Thetis Pro-C FIDO2 Security Key via NFC, please unfold the key out of the
metal shield. By doing so, this allows the antenna of the NFC to wirelessly connect to your preferred
mobile device.

Q: What types of devices will this key work with?
A: The key is compatible with PC/Mac and any device that has a working USB-C. Or, users have the
ability to connect with NFC to a fully supported iOS or Android mobile device.

Q: What are a few websites that this key is compatible with? Is it limited to only a few specific
websites?

A:There are a vast variety of popular and often-visited websites that the security key is fully compati-
ble with. For example, Google, Facebook, Dropbox, GitHub, AWS, and many more. This type of
flexibility within browsing and securing information on various websites provides a simplistic
approach to protecting your assets and information.

Has the Thetis Pro FIDO2 Security Key Given You World-Class
Passkey-enabled Authentication experience?

Let us know any thoughts, comments, or concerns by contacting us at:

support@thetis.io




